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LIST OF ACRONYMS AND ABBREVIATIONS

1.1
1.2
1.3
1.4
1.5

1.6
1.7
1.8

“CEQ” Chief Executive Officer

“DIO” Deputy Information Officer;

“lOo“ Information Officer;

“Minister” Minister of Justice and Correctional Services;

“PAIA” Promotion of Access to Information Act No. 2 of 2000( as
Amended);

“POPIA” Protection of Personal Information Act No.4 of 2013;

“Regulator” Information Regulator; and

“Republic” Republic of South Africa

PURPOSE OF PAIA MANUAL
This PAIA Manual is useful for the public to-

2.1

2.2

2.3

2.4

2.5

2.6

2.7

2.8

check the categories of records held by a body which are available without a person
having to submit a formal PAIA request;

have a sufficient understanding of how to make a request for access to a record of the
body, by providing a description of the subjects on which the body holds records and
the categories of records held on each subject;

know the description of the records of the body which are available in accordance with
any other legislation;

access all the relevant contact details of the Information Officer and Deputy
Information Officer who will assist the public with the records they intend to access;
know the description of the guide on how to use PAIA, as updated by the Regulator
and how to obtain access to it;

know if the body will process personal information, the purpose of processing of
personal information and the description of the categories of data subjects and of the
information or categories of information relating thereto;

know the description of the categories of data subjects and of the information or
categories of information relating thereto;

know the recipients or categories of recipients to whom the personal information may

be supplied;
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know if the body has planned to transfer or process personal information outside the
Republic of South Africa and the recipients or categories of recipients to whom the

personal information may be supplied; and

2.10 know whether the body has appropriate security measures to ensure the

confidentiality, integrity and availability of the personal information which is to be

processed.

KEY CONTACT DETAILS FOR ACCESS TO INFORMATION OF PAREXEL

3.1.

3.2.

3.3

3.4

Chief Information Officer

Name: Michaella Levandoski, Director of Data Protection & Privacy
Email: EU DPO@parexel.com

Deputy Information Officer

Name: Lindy Van der Linde

Email: privacy@parexel.com

Access to information general contacts

Email: privacy@parexel.com

Head Office

Postal Address: 541 Church at North Hills St., Suite 1000, Raleigh, NC 27609
Physical Address: 541 Church at North Hills St., Suite 1000, Raleigh, NC 27609

Telephone: 1(919)-544-3170
Email: corporatecommunications@parexel.com
Website: www.parexel.com

GUIDE ON HOW TO USE PAIA AND HOW TO OBTAIN ACCESS TO THE GUIDE

41.

4.2.
4.3.

The Regulator has, in terms of section 10(1) of PAIA, as amended, updated and made

available the revised Guide on how to use PAIA (“Guide”), in an easily comprehensible

form and manner, as may reasonably be required by a person who wishes to exercise

any right contemplated in PAIA and POPIA.

The Guide is available in each of the official languages and in braille.

The aforesaid Guide contains the description of-

4.3.1. the objects of PAIA and POPIA;

4.3.2. the postal and street address, phone and fax number and, if available,
electronic mail address of-

4.3.2.1.  the Information Officer of every public body, and


mailto:EU_DPO@parexel.com
mailto:privacy@parexel.com
mailto:privacy@parexel.com
mailto:corporatecommunications@parexel.com
http://www.parexel.com/

4.3.2.2. every Deputy Information Officer of every public and private

body designated in terms of section 17(1) of PAIA" and section

56 of POPIA?
4.3.3. the manner and form of a request for-
4.3.3.1. access to a record of a public body contemplated in section 113;
and

4.3.3.2. access to a record of a private body contemplated in section
50%;
4.3.4. the assistance available from the IO of a public body in terms of PAIA and
POPIA;
4.3.5. the assistance available from the Regulator in terms of PAIA and POPIA,;
4.3.6. all remedies in law available regarding an act or failure to act in respect of a
right or duty conferred or imposed by PAIA and POPIA, including the manner
of lodging-
4.3.6.1. an internal appeal;
4.3.6.2. a complaint to the Regulator; and
4.3.6.3. an application with a court against a decision by the information
officer of a public body, a decision on internal appeal or a decision
by the Regulator or a decision of the head of a private body;
4.3.7. the provisions of sections 14° and 51° requiring a public body and private
body, respectively, to compile a manual, and how to obtain access to a

manual;

1 Section 17(1) of PAIA- For the purposes of PAIA, each public body must, subject to legislation governing the employment of personnel
of the public body concerned, designate such number of persons as deputy information officers as are necessary to render the public
body as accessible as reasonably possible for requesters of its records.

2 Section 56(a) of POPIA- Each public and private body must make provision, in the manner prescribed in section 17 of the Promotion
of Access to Information Act, with the necessary changes, for the designation of such a number of persons, if any, as deputy information
officers as is necessary to perform the duties and responsibilities as set out in section 55(1) of POPIA.

3 Section 11(1) of PAIA- A requester must be given access to a record of a public body if that requester complies with all the procedural
requirements in PAIA relating to a request for access to that record; and access to that record is not refused in terms of any ground
for refusal contemplated in Chapter 4 of this Part.

4 Section 50(1) of PAIA- A requester must be given access to any record of a private body if-

a) that record is required for the exercise or protection of any rights;

b) that person complies with the procedural requirements in PAIA relating to a request for access to that record; and

c) access to that record is not refused in terms of any ground for refusal contemplated in Chapter 4 of this Part.
5 Section 14(1) of PAIA- The information officer of a public body must, in at least three official languages, make available a manual
containing information listed in paragraph 4 above.

6 Section 51(1) of PAIA- The head of a private body must make available a manual containing the description of the information listed
in paragraph 4 above.



4.3.8. the provisions of sections 15’ and 528 providing for the voluntary disclosure
of categories of records by a public body and private body, respectively;
4.3.9. the notices issued in terms of sections 22° and 54'° regarding fees to be paid
in relation to requests for access; and
4.3.10. the regulations made in terms of section 92
4.4. Members of the public can inspect or make copies of the Guide from the offices of the
public and private bodies, including the office of the Regulator, during normal working
hours.
4.5. The Guide can also be obtained-
4.5.1. upon request to the Information Officer;

4.5.2. from the website of the Regulator (https://inforegulator.org.za/).

4.6 A copy of the Guide is also available in the following two official languages, for public
inspection during normal office hours-
4.6.1 English

7 Section 15(1) of PAIA- The information officer of a public body, must make available in the prescribed manner a description of the
categories of records of the public body that are automatically available without a person having to request access

8 Section 52(1) of PAIA- The head of a private body may, on a voluntary basis, make available in the prescribed manner a description
of the categories of records of the private body that are automatically available without a person having to request access

9 Section 22(1) of PAIA- The information officer of a public body to whom a request for access is made, must by notice require the
requester to pay the prescribed request fee (if any), before further processing the request.

10 Section 54(1) of PAIA- The head of a private body to whom a request for access is made must by notice require the requester to
pay the prescribed request fee (if any), before further processing the request.

11 Section 92(1) of PAIA provides that —“The Minister may, by notice in the Gazette, make regulations regarding-
(a) any matter which is required or permitted by this Act to be prescribed;
(b) any matter relating to the fees contemplated in sections 22 and 54;
(c) any notice required by this Act;
(d) uniform criteria to be applied by the information officer of a public body when deciding which categories of records are to be
made available in terms of section 15; and
(e) any administrative or procedural matter necessary to give effect to the provisions of this Act.”


https://inforegulator.org.za/

5. CATEGORIES OF RECORDS OF Parexel WHICH ARE AVAILABLE WITHOUT A
PERSON HAVING TO REQUEST ACCESS

Agreements & Intellectual

Property Records

unique creations and competitive

advantage or that of our client’s

Category of records Types of the Record Available on | Available
Website upon
request
Only

Operational & The day-to-day functioning of the | X X
Commercial Records business (e.g., marketing

materials, vendor information,

service agreements, code of

conduct)
Compliance &  Ethics | Including but not limited to: Anti- | X
Policies Corruption, Code of Conduct,

Standards for Suppliers,

Interactions with Patients and

Patient Advocacy Groups
IT & Communication Digital and electronic information X
records (e.g., website content, information

security policies, building access

codes/systems, security camera

footage, registration of visitors)
Records held by Legal Confidential Information including X
Services but not limited to: assessments,

personal information of individuals

and organizations
Human Resource & Records related to employees X
Employment Records (e.g., employee files, employment

contract, performance reviews,

leave records)
Certain Service Records to protect Parexel’s X
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7.

(e.g., patents, trademarks,

copyright material, trade secrets)

Certain Corporate
Policies, Corporate &

Statutory Records

Foundational legal documents X
(e.g., memorandum of
incorporation (MOI), company
registration documents, tax

records and filings)

Documents

Certain invoices, proof of X
payments, and financial

documents

Certain Strategic Some are available on Parexel’s X

website (as indicated above) other

are request only

DESCRIPTION OF THE

RECORDS OF PAREXEL WHICH ARE AVAILABLE IN

ACCORDANCE WITH ANY OTHER LEGISLATION

Category of Records Applicable Legislation

Memorandum of incorporation Companies Act 71 of 2008

PAIA Manual Promotion of Access to Information Act 2 of
2000

DESCRIPTION OF THE SUBJECTS ON WHICH PAREXEL HOLDS RECORDS AND
CATEGORIES OF RECORDS HELD ON EACH SUBJECT BY PAREXEL

holds records

Subjects on which the body Categories of records

Strategic Documents,

Proposals, Policies

Plans, | Annual Reports, Strategic Plan, Annual Performance

Plan




Subjects on which the body Categories of records

holds records

Human Resources HR policies and procedures, Advertised posts,

Employees records

Clients, Clinical Sites, Vendors, | Contractual agreements, financial agreements,
Regulatory agencies, and other | Employee contact information

organizations

8. PROCESSING OF PERSONAL INFORMATION

8.1

8.2

Purpose of Processing Personal Information

Parexel processes personal information for legitimate business and operational purposes,
including providing clinical research and related services; managing relationships with clients,
sponsors, clinical research sites, investigators, healthcare professionals, vendors and other
business partners; recruiting and managing personnel; administering payroll and benefits;
managing financial, procurement and contractual activities; maintaining and securing
information systems and facilities; conducting quality, safety, compliance and regulatory
activities; responding to data subject requests; protecting legal rights; and complying with
applicable legal, regulatory and contractual obligations.

In providing services to clients and sponsors, Parexel may also process personal information
on their behalf and in accordance with their instructions and the applicable contractual and
legal requirements.

Description of the categories of Data Subjects and of the information or

categories of information relating thereto

Categories of Data Personal Information that may be processed

Subjects

Customers / Clients; | name, address, registration numbers or identity numbers,
Vendors |/ Service | Work contact details (e.g., email, employer)

Providers; Regulatory
Agencies, other

organizations




Categories of Data Personal Information that may be processed
Subjects

Employees Name, email, address, qualifications, gender and race, bank
details, identity numbers, health information, emergency
contact,

Investigators and | Name, work contact details (e.g., email, employer),

Other Healthcare | qualifications, training records,

providers, including

site staff

Study Participants Key-coded study data

8.3 Therecipients or categories of recipients to whom the personal information may

be supplied

Category of personal information Recipients or Categories of Recipients to whom

the personal information may be supplied

Identity number and names, for criminal | South African Police Services

checks

Employee Qualifications South African Qualifications Authority, Clients, and

applicable regulatory agencies

Credit and payment history, for credit | Credit Bureaus

information

Employee contact details ; Investigator | Sponsor of clinical trial
or healthcare provider qualifications
and contact details, key-coded study
data, vendor or sub-processor business

details

Employee Data Processors involved in infrastructure of daily

operations (e.g., payroll, email)




8.4 Planned transborder flows of personal information

Parexel uses multiple systems that are stored in the cloud or outside of the Republic of South
Africa, including the United States (Virginia, lowa), the EEA (Germany, Ireland, Netherlands); China,
Singapore, and India. Documentation for systems with a transborder data flow are kept in a central
database and can be provided upon request.

8.5 General description of Information Security Measures to be implemented by the
responsible party to ensure the confidentiality, integrity and availability of the
information
Contractual Measures: Intracompany transfer agreements
Technical Measures: Technical measures include but are not limited to encryption -
both at rest and in transit and end-to-end encryption; pseudonymization of data; data
minimization; access controls - role-based access control (RBAC); Multi-factor
authentication (MFA) mandatory for all access, privileged access management (PAM)
for administrative accounts, audit logging of all access to personal data; network
security data loss prevention (DLP); and monitoring and detection of systems
Organizational Measures: Parexel employees are trained annually on confidentiality,
data protection, and security measures that must be used to protect data. Access
control to premises and facilities: Parexel offices are protected by limited access which
requires assigned smart cards, code, or keys allocated to employees, and/or sign-in
for entry. Automatic locking system controls are in place for the front door and in larger
offices the reception/front desk area is staffed at all times during normal business
hours. Additional protection is given by fire-proof central files rooms with fire alarms,
water resistant file cabinets, which are locked by default, and air condition systems
ensuring appropriate climate control. Access to data centers and computer rooms is
restricted to dedicated Information Technology personnel only. Access is logged
electronically and periodically reviewed. Visitor or vendor access is logged in sign-in
books. Data center entrance doors are equipped with intrusion alarm sensors. Third-
party staff are always accompanied in case they need access to the data center to
perform defined and contracted tasks. Parexel uses CCTV (Closed Circuit Television)
monitoring inside, as well as outside of the data centers. Computer rooms are
equipped with fire prevention or suppression systems, air-conditioning, uninterruptable
power supply units and an environmental monitoring system. Equipment maintenance
records are maintained incl. records for environmental infrastructure (e.g. UPS) as well

as for server/network infrastructure as applicable.



Governance Measures: Include but are not limited to: Data Protection Impact
Assessment (DPIA) or Personal Information Impact Assessment (PIIA); vendor due
diligence, and training programs for all employees on privacy and protecting

confidential information.

9. AVAILABILITY OF THE MANUAL
9.1 A copy of the Manual is available-
9.1.1 on Parexel’s internal SharePoint site maintained by Data Protection & Privacy;
9.1.2 head office of Parexel in North Carolina for public inspection during normal business

hours;

9.1.3 to any person upon request and upon the payment of a reasonable prescribed fee;
and

9.1.4 to the Information Regulator upon request.

9.2 A fee for a copy of the Manual, as contemplated in annexure B of the Regulations,

shall be payable per each A4-size photocopy made.

10. UPDATING OF THE MANUAL
The head of a Data Privacy at Parexel will on a regular basis update this manual. This will be done

in accordance with Parexel’s policy on updating controlled documents and applicable South African

laws and regulations.

Issued by

Michaella Levandoski
North America Regional Privacy Officer & Director Data Protection & Privacy

Parexel International
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